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| CUI'is Information that needs protection and is not classified. |

« The Controlled Unclassified Information (CUI) Program standardizes
the way the Executive branch handles information that requires
protection and is not classified.

« CUI ensures safeguards employed while information is being stored
or used by the agency and the controls involving how the information
Is disseminated.

- The CUI Program replaces hundreds =~ = - =
of different agency policies and o =
associated markings with one shared
system of markings.




Leadership

CUI Executive Agent: NARA'’s Information
Security Oversight Office (ISOO)

CUI Advisory Council: Lead by the Executive Agent;
Membership from Executive Branch agencies

GSA Leaders:

= Senior Agency Official - Beth Killoran, Deputy CIO

» Program Managers (PMs) - Karen Overall and Andy G S,f\

Riordan, Enterprise Data and Privacy Management
Office (IDE)




Implementation Plans

e The CUI Program is under development. Estimated timeline

towards implementation:

CUI Policy updated April 2021
CUI Course - mandatory for employees Jan-April 2021
CUI Guide published April 2021
Begin implementation at GSA July 1, 2021
FAR rule focused on CUI 2021

Implementation across the Executive Branch

by Dec 31, 2021




Examples of CUI

Pll - SSNs, personnel files, health info...

SBU - PBS Building drawings/blueprints with sensitive info...
Contract data — Bids, source selection info, customer data...
IT Operation Info — Network diagrams, IP addresses....

Legal — Administrative proceedings, Witness Protection...



The CUI Registry

- NARA's repository that contains info,
guidance, training, and requirements
for handling CUI.

- ldentifies 100+ approved Categories.

= Lists the applicable authorities for
each category that says the
Information should be protected.

- Establishes CUI markings for each
category.

Controlled Unclassified Information (CUI)

CUI Registry

[ www.archives.gov/cui )
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CUI Categories
- The CUI Categories that GSA will likely use:

Critical Infrastructure Natural and Cultural Resources
Emergency Management Historic Properties

General Critical Infrastructure Information Privacy

Information Systems Vulnerability Information Contract Use

Physical Security General Privacy

Financial Inspector General Protected

Budget Personnel Records

Comptroller General Procurement and Acquisition
Electronic Funds Transfer Source Selection

General Financial Information Proprietary Business Information
Legal Entity Registration Information
Administrative Proceedings General Proprietary Business Information
Collective Bargaining

Legal Privilege

Legislative Materials
Protective Order



https://www.archives.gov/cui/registry/category-detail/emergency-mgmt.html
https://www.archives.gov/cui/registry/category-detail/critical-infrastructure.html
https://www.archives.gov/cui/registry/category-detail/info-systems-vulnerability-info.html
https://www.archives.gov/cui/registry/category-detail/physical-security
https://www.archives.gov/cui/registry/category-detail/budget
https://www.archives.gov/cui/registry/category-detail/comptroller-general
https://www.archives.gov/cui/registry/category-detail/electronic-funds-transfer
https://www.archives.gov/cui/registry/category-detail/financial.html
https://www.archives.gov/cui/registry/category-detail/admin-proceedings
https://www.archives.gov/cui/registry/category-detail/collective-bargaining
https://www.archives.gov/cui/registry/category-detail/legal-privilege.html
https://www.archives.gov/cui/registry/category-detail/legislative-materials
https://www.archives.gov/cui/registry/category-detail/protective-order
https://www.archives.gov/cui/registry/category-detail/historic-properties
https://www.archives.gov/cui/registry/category-detail/contract-use
https://www.archives.gov/cui/registry/category-detail/privacy.html
https://www.archives.gov/cui/registry/category-detail/inspector-general-protected
https://www.archives.gov/cui/registry/category-detail/personnel-records
https://www.archives.gov/cui/registry/category-detail/source-selection
https://www.archives.gov/cui/registry/category-detail/entity-registration-info
https://www.archives.gov/cui/registry/category-detail/proprietary-business-info.html
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- CUI Basic

CUI Basic is when the applicable authority says the information should be protected
and nothing else is required. Therefore, only the standard CUI marking and protection
procedures must be followed. This is the most common type of CUI.

- CUI Specified

CUI is specific when the applicable authority includes specific or additional guidance
for that type of information. That could mean additional markings, extra protection,
limited dissemination, or some other specific direction. Therefore, more protections are
required of CUI Specified than of CUI Basic.




Safeguarding

Safeguard CUI at all times in a manner that minimizes the
risk of unauthorized disclosure while allowing timely
access by authorized holders.

Controlled environments
- Physical: At least 1 physical barrier such as a locked cabinet

- General: Be aware of surroundings; do not review or discuss
INn common areas

- Electronic: Protect IT systems from unauthorized access




Marking

Marking of CUl documents is required in order to show that
the document contains sensitive information.

= Printed copy - Banner marking on the top of each page
- |T Systems - Must have splash screens, banners, or other
forms of notification that the system contains CUI

= |T Systems printout - Either automatically print banners or the
holder must write the banner marking on each page

- First page - Indicate the agency of designation and a contact
person/organization




Banner Markings

For CUI Basic the only required banner marking is CUI in
Capital letters (other agencies may use the word Controlled
Instead) at the top of every page of the document.

For CUI Specified, the marking must also include the category
or categories, in alphabetical order, separated by 1 slash.

Example: CUI//SP-BUDG/SP-PRVCY

Either banner marking may also include limited dissemination
iInformation at the end of the marking.

Example: CUI//SP-PRVCY//NOFORN
The CUI Regqistry has more information on markings.
CUI Coversheets may also be used to protect printed docs.



https://www.archives.gov/cui/
https://www.gsa.gov/cdnstatic/SF901-18a.pdf?forceDownload=1
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= Destruction must make CUI unreadable, indecipherable, and
Irrecoverable.

- Shredders and Shredding Services must comply with NIST 800-
88. Destroy to Imm x 5mm particles.

= Do NOT put CUI in trash cans or recycle bins

Cross cut shredders 1x5mm shredders




Reporting CUI Incidents

Incidents involving CUI must be reported immediately to the
IT Service Desk who will work with the OCISO Incident
Response team. Report incidents such as:

Improper storage

Mishandling

Unauthorized individuals gaining access
Unauthorized release of CUI

Mismarked or unmarked CUI




Resources

Implementing Directive: 32 CER part 2002

The CUI Reqistry: archives.gov/cui

NARA'’s training videos: archives.gov/cui/training

NARA'’s CUI Blog: isoo.blogs.archives.gov

NIST 800-171 Rev 2: Protecting CUI in Non-Federal systems
GSA's CUI Policy

For more information contact the
CUI Team at cui@gsa.gov



https://www.federalregister.gov/documents/2016/09/14/2016-21665/controlled-unclassified-information
https://archives.gov/cui
https://www.archives.gov/cui/training.html
https://isoo.blogs.archives.gov/
https://csrc.nist.gov/publications/detail/sp/800-171/rev-2/final
https://www.gsa.gov/directive/controlled-unclassified-information-(cui)-policy
mailto:cui@gsa.gov

